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Brief Description and Justification (200-250 words):
Adversarial machine learning is a new gamut of technologies that aim to study vulnerabilities of ML
approaches and detect the malicious behaviors in adversarial settings. The adversarial agents can deceive
an ML classifier by significantly altering its response with imperceptible perturbations to the inputs.
Although it is not to be alarmist, researchers in machine learning have a responsibility to preempt attacks
and build safeguards especially when the task is critical for information security, and human lives. We
need to deepen our understanding of machine learning in adversarial environments.
While the negative implications of this nascent technology have been widely discussed, researchers in
machine learning are yet to explore their positive opportunities in numerous aspects. The positive impacts
of adversarial machine learning are not limited to boost the robustness of ML models, but cut across
several other domains including privacy protection, reliability and safety test, model understanding,
improving generalization performance on different tasks, etc.
Since there are both positive and negative applications of adversarial machine learning, tackling
adversarial learning to their use in the right direction requires a framework to embrace the positives. This
workshop aims to bring together researchers and practitioners from a variety of communities (e.g.,
machine learning, computer security, data privacy and ethics) in an effort to synthesize promising ideas
and research directions, as well as foster and strengthen cross-community collaborations on both
theoretical studies and practical applications. Different from the previous workshops on adversarial
machine learning, our proposed workshop seeks to explore the prospects besides reducing the unintended
risks for sophisticated ML models.

